H2020-SC5-01-2017

Turning climate-related information into added value for traditional
MEDiterranean Grape, OLive and Durum wheat food systems

Deliverable 1.5

Deployment of the MED-GOLD ICT platform

This project has received funding from the European Union’s Horizon
2020 research and innovation programme under gran agreement No
776467.

Turning climate-related information into added value for traditional MEDiterranean
Grape, Olive and Durum wheat food systems
Grant Agreement nº 776467

DOCUMENT STATUS SHEET
Deliverable Title
Brief Description

WP number
Lead Beneficiary

Deployment of the MED- GOLD ICT platform
This document describes the first results of Task 1.5, which lead to the
development of a common ICT platform of MED-GOLD as deliverable 1.5

1
BeeToBit

Contributors

BeeToBit, …

Creation Date

06/06/2018

Version Number
Version Date

Setting the scene: appraising the MEDGOLD
sectors, assessing existing climate information and
development of a common ICT platform

1.1
29/05/2019

Deliverable Due Date 30/06/2018
Actual Delivery Date 30/06/2018
Nature of the
Deliverable

D

Dissemination Level/ PP
Audience

R - Report
P - Prototype
D - Demonstrator
O - Other
PU - Public
PP - Restricted to other programme
participants, including the Commission
services
RE - Restricted to a group specified by the
consortium, including the Commission
services
CO - Confidential, only for members of the
consortium, including the Commission
services

Deployment of the MED- GOLD ICT platform

Deliverable:

DEV1.5

Version:

1.1

Page:

2 of 14

Turning climate-related information into added value for traditional MEDiterranean
Grape, Olive and Durum wheat food systems
Grant Agreement nº 776467

REVISION HISTORY LOG
Version

Date

Created /
Modified by

Pages

Comments

1.0

2018-06-06

BEETOBIT

14

Initial Draft

1.1

2019-05-29

BEETOBIT

15

Added paragraph 3.4 IPR
MANAGEMENT AND DATA
PROTECTION SUPPORT

Disclaimer
The information, documentation, tables and figures in this deliverable are written by the MEDGOLD project consortium under EC gran agreement 776467 and do not necessarily reflect the
views of the European Commission. The European Commission is not liable for any use that
may be made of the information contained herein

Deployment of the MED- GOLD ICT platform

Deliverable:

DEV1.5

Version:

2.0

Page:

3 of 14

Turning climate-related information into added value for traditional MEDiterranean
Grape, Olive and Durum wheat food systems
Grant Agreement nº 776467

Table of Contents
Executive Summary ......................................................................................................................5
1.

Introduction .........................................................................................................................6

2.

References............................................................................................................................7
2.1.

3.

Reference Documents................................................................................................................7

THE ICT PLATFORM ..............................................................................................................8
3.1.

CLOUD INFRASTRUCTURE ..........................................................................................................8

3.2.

SYSTEM ARCHITECTURE .............................................................................................................9

3.2.1.
3.2.2.
3.2.3.

STORAGE LAYER ................................................................................................................................. 10
COMPUTATION LAYER ........................................................................................................................ 10
PRESENTATION LAYER ........................................................................................................................ 10

3.3.

OTHER SERVICES ......................................................................................................................11

3.4.

OPEN POINTS ...........................................................................................................................13

Deployment of the MED- GOLD ICT platform

Deliverable:

DEV1.5

Version:

1.1

Page:

4 of 14

Turning climate-related information into added value for traditional MEDiterranean
Grape, Olive and Durum wheat food systems
Grant Agreement nº 776467

EXECUTIVE SUMMARY
This document describes the deployment of MED-GOLD’s ICT Platform (deliverable 1.5) as
result of the first seven months of activities on Task 1.4 of WP1.
The main activities carried out to complete this deliverable were to:
1. collect the ICT requirements of the three pilot services and of the MED-GOLD project
as a whole, keeping into due consideration the reproducibility and the sustainability of
the project and the platform itself;
2. elaborate a functional workflow of the ICT platform;
3. evaluate the state of the art of cloud-based technologies and chose the right cloud
infrastructure for the deployment of the platform according to the project needs and
requirements;
4. design a system-level technical architecture of the ICT platform;
5. deploy the first working version of the ICT platform on the designated cloud
infrastructure.
With this deliverable, the project has contributed to the achievement of the following objectives
(DOA, PartB Table1.1):
No.

Objective

Yes

1

To co-design, co-develop, test, and assess the added value of proof-of-concept climate
services for olive, grape, and durum wheat

Y

2

To refine, validate, and upscale the three pilot services with the wider European and
global user communities for olive, grape, and durum wheat

Y

3

To ensure replicability of MED-GOLD climate services in other crops/climates (e.g.,
coffee) and to establish links to policy making globally

Y

4

To implement a comprehensive communication and commercialization plan for MEDGOLD climate services to enhance market uptake

Y

5

To build better informed and connected end-user communities for the global olive oil,
wine, and pasta food systems and related policy making

Y
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1. INTRODUCTION

Figure 1-2: Functional view of the ICT platform

The MED-GOLD project aims to develop climate services for olive, grape, and durum wheat
crop systems that are the basis for producing olive oil, wine and pasta.
In order to achieve this aim, and to make MED-GOLD both replicable and sustainable in the
long term, it was deemed important, from the very beginning of the project, to build a common
set of ICT infrastructures, tools, and procedures (“the ICT platform”) that could support the
development of the pilot services of the three sectors (wine, olive, and the durum wheat) and
of the project as a whole.
The role of the ICT platform is primarily that of providing a horizontal layer of data management
and data processing tools, providing a reproducible and scalable data pipeline that starts with
the import and normalisation of climate data used as an input, supports the execution of the
pilot tools and, finally, gives access to the outputs to the greater community of the
stakeholders.
The ICT platform was designed to leave to researchers a large degree of freedom in choosing
the best tools to implement the pilot tools and, for this reason, was implemented as a
distributed REST API-based system which allows tool developers to run any part of the pipeline
(data import, processing, and the pilot tools themselves) locally while still utilising selected
part of the platform services and uploading the results on the common storage layers, making
them available as needed to the wider community via its presentation layer.
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2. REFERENCES
2.1. REFERENCE DOCUMENTS
The following documents, although not part of this document, amplify or clarify its contents. Reference
documents are those not applicable and referenced within this document. They are referenced in this
document in the form [RD.x]:
Table 2-1 Reference Documents
Ref.

Title

Code

Version

Date

[RD.1] Data Management Plan

MEDGOLD-DMP

2.0

29.05.2018

[RD.2]

AWS-SEC

NA

August
2016

AWS Security Best Practices

[RD.3]
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3. THE ICT PLATFORM
3.1. CLOUD INFRASTRUCTURE

Figure 3-2: Magic Quadrant for Cloud Infrastructure as a Service, Worldwide (Gartner 2017)

The choice of the specific Cloud infrastructure where to implement and deploy the ICT
platform was, in practice, restricted to the three main platforms that, according to all
analysts, are considered to be the marked leaders: Amazon Web Services, Microsoft
Azure, and Google Cloud Platform.
After due consideration, we chose to use Amazon Web Services for the implementation of
MED-GOLD ICT platform. The criteria that guided our choice were:
1. AWS is the older, most mature, stable and most widely used of the three considered
platforms;
2. AWS global infrastructure has an extensive presence in the European area, with
established regions in UK, Ireland, Germany and France;
3. AWS services include several tools for cost-optimisation of computation-intensive task,
including service capacity reservation and spot instances, which will be surely prove
useful in making the ICT infrastructure of MED-GOLD sustainable;
4. AWS Open Data program (https://aws.amazon.com/it/government-education/opendata/) hosts several open-access climate datasets which are potentially useful for the
pilot
tools,
including
Nasa’s
NEX
downscaled
climate
projections
(https://registry.opendata.aws/nasanex/).
A certain measure of technological dependence is to be expected regardless of which platforms
and technologies are used on any given project; however, we took special care in mitigating
the risks of a platform lock-in, by employing two strategies:
1. We adopted open-source and widely used languages, frameworks, technologies and
open standards, whenever possible, for the platform (e.g.: Python, R, Open API,
NetCDF);
2. Whenever we decided to adopt an AWS-specific technologies and services, either for

ease of development or efficiency reasons, we clearly identified possible alternatives,
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both on the two other leading public cloud platforms (Microsoft Azure and Google Cloud
Platform) and for on-premises private infrastructure which could be used in the future,
as detailed in the table below:
AWS service

Role

Alternatives

S3

Object storage, used for climate datasets
and other digital assets

Azure Blob Storage (A), Google Cloud (G)
Storage, Scality (OP)

Dynamo DB

No SQL database used for datasets’
metadata registry and other support
databases

CosmosDB (A), Mongo DB (OP), Cloud
BigTable or Cloud Datastore (G)

Lambda

Serverless function-as-a-code component,
used to run time-recurring scripts and to
implement API’s backend

Azure Functions (A), Cloud Functions (G),
IBM OpenWhisk or Auth0 Webtask (OP)

RDS

Managed SQL database, used for several
non-core services

CosmosDB (A), Cloud SQL (G), Dockerbased installation of PostgreSQL/MySQL
(OP)

API Gateway

Serving and regulating access to the REST
API for the presentation layer

API Management (A), Cloud Endpoints
(G), Django Rest Framework (OP)

SQS

Queue system for data
processing/importing jobs

Azure Queue Storage (A), Cloud Pub/Sub
(G), RabbitMQ (OP)

A: Microsoft Azure; G: Google Cloud Platform; OP: On-premises

After choosing the Cloud platform, we created and configured a dedicated account for the MEDGOLD project, where the services and tools were deployed during the ICT platform
implementation.

3.2. SYSTEM ARCHITECTURE

Deployment of the MED- GOLD ICT platform

Deliverable:

DEV1.5

Version:

2.0

Page:

9 of 14

Turning climate-related information into added value for traditional MEDiterranean
Grape, Olive and Durum wheat food systems
Grant Agreement nº 776467

Figure 3-3: Technical architecture of the ICT platform

The general architecture of the ICT platform is made up by three main layers, plus a set of
data importers, each of which support the expected flow of the pilot services implementation:
1. The data importers are responsible for importing climate data from external sources.
As a general rule, we do not intend to duplicate structured data already available on
stable and reliable sources, like the Copernicus Data Store; the data importers are
mainly implemented using serverless technologies (AWS Lambda).
2. the storage layer, which is mainly based on AWS Simple Storage Layer service, is
responsible for storing all structured data used and produced by the ICT platform, such
as climate data not easily available from a reliable external source, data transformed
internally by the computation layer (e.g.: downscaled and bias-corrected data) and the
outputs produced by the pilot services themselves;
3. the computation layer is responsible for providing the computational power needed
to run the pilot services themselves and the data transformation procedures, such as
downscaling and bias correction.

3.2.1. STORAGE LAYER
The storage layer is responsible for the data persistence of the ICT platform, containing both
climate data used as an input for the pilot tools and outputs generated from the execution of
the tools themselves. Aa a general strategy, while the storage layer is independent from the
specific data format, the ICT platform will mainly support NetCDF and Comma Separated Values
data files, organised in different subfolders for easier access and separation.
Furthermore, all the datasets within the platform are categorized according to a defined set of
metadata (as described in [RD.1]), supported by a separated metadata registry implemented
on Dynamo DB. This structure allows the stakeholders to search for specific datasets using
every available metadata as a filtering method.
The storage layer supports fine-grained authentication and authorisation, allowing the IPprotection of specific sensitive datasets.

3.2.2. COMPUTATION LAYER
The computation layer is responsible for running two different kinds of tasks within the ICT
platform:
1. pilot tools will be able to be deployed and run directly on the ICT platform by the
means of setting up Docker based containers. The use of containers will allow
stakeholders to use their preferred languages and platforms to implement the services
while still taking advantage of a centralised scalable computing infrastructure;
2. data processing algorithms, needed to refine the source climate data and maximize
its utility for the pilot tools. In particular, two ad-hoc meetings to discuss downscaling
and bias correction strategies were held and, as a result, we identified climate4R
software package from the Santander Meteorology Group as a sensible and widely used
software package to deploy on the ICT platform.

3.2.3. PRESENTATION LAYER
The presentation layer represents the way end users can interact with the platform itself,
utilising it for the development on the sector tools and the other services.
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We devised two ways for the users to access the services of the ICT platform, namely:


A REST API allows the stakeholders to use all the storage and computation services
both within the ICT platform itself and from a remote computer, provided they possess
an account with an adequate access level. The choice of a standard REST API, instead
of language-specific SDKs will allow the stakeholders to use their preferred
programming languages and platforms for the development of the pilot services. The
API is implemented through AWS API Gateway component, which supports scalable API
serving, throttling, profiling and authentication;



a web-based Graphical User Interface will allow users to utilise the services of the
ICT platform regardless of their technological competency level, providing a graphical
dashboard allowing them to:
o

call all the platform service’s APIs;

o

deploy and run instances of the pilot services;

o

browse, filter, search and download datasets hosted on the ICT platform.

3.3. OTHER SERVICES
In addition to the core role of supporting the implementation of the pilot services for the three
sectors of interest, the ICT platform also needs to address other technological needs of MEDGOLD, and, in particular, those arising from WP5’s engaging and exploitation activities and
WP7’s project management and coordination tasks.
The table below details non-core services along their status of implementation within the ICT
platform:
Service

Description

WP

Status

Phabricator

Project management/communication tool

WP7

deployed

Wordpress

MED-GOLD website

WP5

deployed

Contact management tool

Script for merging different Google
sheet/forms with users’ data for
community engagement

WP5

in development

User forums

Forum software for the end users

WP5

in development

Mailing list

Mailing list software for the end users

WP5

in development

File swap area

Scratch area that allows easy and secure
large file sharing between the project
stakeholders

WP1-7

in development (based on
the storage layer, already
deployed)

3.4. IPR MANAGEMENT AND DATA MANAGEMENT SUPPORT
The ICT platforms provides technical capabilities to implement IPR management and, more
generally, data management policies on all the data and source code created during the
project. This paragraph only details the general technical capabilities that can be utilised to
implement such policies; the policies themselves are laid out in RD.1 Data Management Plan.
The ICT platform support data management policies at two different levels:
1. Metadata level, which makes sure that every data packages is clearly and
appropriately associated with relevant IPR/data management metadata (as detailed
below);
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2. Data access and protection level, which implements the data policies making sure
that a specific data package can only be accessed by its intended public with the
intended permissions (read, write, update, etc.). This level is technically comprised by
many different features in all of the layers (storage, computation, presentation) as
data protection must always be by design an by default.

3.4.1. METADATA LEVEL
As described in § 3.2.1 STORAGE LAYER, each data package in the project has a related set
of metadata in a separated registry. We included this metadata as required fields for every
data package in the project:


Intended public;



licence name (EUPL, CC, other);



licence version;



licence full text (if not EUPL or CC);

this required metadata is enforced at presentation level in the platform’s data sharing tool, so
that when someone uploads a new data package the process can’t be finished without
entering all the relevant data protection metadata. Moreover, all new users will be required
upon first access to explicitly acknowledge and accept licences.

3.4.2. DATA ACCESS AND PROTECTION LEVEL
As already stated above, the technical implementation of data access and protection level is very
complex and is comprised by dozens of features, libraries and configuration across the whole
technological stack of the ICT platform.
This is a brief, very high-level overview of the data access and protection features implemented:


Secure standard-based user directory, implemented through Amazon Cognito, supporting
OAUTH 2.0, SAML 2.0 and OpenID Connect standards, allowing very fine-grained definition of
user permission and scopes.



Permissions- and groups- aware storage: all storage “knows about” users and groups; access
policies can be dynamically modified to change access permissions and policies.



Data encryption at rest and in transit: all storage subsystems of the storage layer support data
encryption both at rest and when it’s transferred, using 256-bit Advanced Encryption Standard
(AES-256).



System-level audit log: each and every operation carried out within the ICT platform leaves a
permanent log in Amazon Cloud Trail; the audit log is system-level and can’t be modified or
deleted even by the account administrator.



Best practices in security management: the most important part of any data protection strategy
is the process; in our case we chose AWS Security Best Practices (RD.2, available at
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf).as a
reference for our ICT Platform’s Data Protection Proess.
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3.5. OPEN POINTS
The ICT platform, albeit already designed and deployed according to its system architecture,
is clearly a long way from completion: its development and support will obviously need to
proceed in tandem with the actual implementation of the pilot services during the next four
years.
In particular, in the next months these key activities will be carried out on the ICT platform:


Creation of accounts for all tool developers on the platform’s IAM (Identity Access
Management) system, along with credentials, access keys and all other needed
access methods;



implementation of OpenDAP standard to allow direct access of NetCDF datasets from
the S3-backed storage layer;



implementation of the Graphical User Interface on the presentation layer;



definition of an easy automated procedure to drive the docker-based deployment of
the pilot services on the platform’s computing infrastructure.

Deployment of the MED- GOLD ICT platform

Deliverable:

DEV1.5

Version:

2.0

Page:

13 of
14

Turning climate-related information into added value for traditional MEDiterranean
Grape, Olive and Durum wheat food systems
Grant Agreement nº 776467

END OF DOCUMENT

Deployment of the MED- GOLD ICT platform

Deliverable:

DEV1.5

Version:

1.1

Page:

14 of
14

